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The Idaho National Laboratory(INL) Light Water Reactor Sustainability Program (LWRS) Plant Modernization (PM) Pathway has
been working with the industry to leverage modern digital technology and optimize plant operations.
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Plant Modernization Research Objectives and Goals

Objectives | Extend the life and improve the performance of the existing fleet through modernized technologies
and improved processes for plant operation and power generation.

Develop modernization solutions that improve reliability and economic performance while
addressing US nuclear industry’s aging and obsolescence challenges.

Deliver a sustainable business model that enables US nuclear industry to remain competitive.

Research Areas | Digital Infrastructure Data Architecture & Human & Technology Integrated Operations
Analytics _ Integration _ for Nuclear
Outcomes | A multi-layered, Advanced monitoring | Tools and methodologies @ Light water reactor
sustainable digital and data processing to | that maximize efficiency @ fleet electric market
foundation to replace labor- while ensuring safety and | competitiveness
enable plant intensive support reliability are maintained
modernization tasks
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The ION concept, developed by the LWRS PM Pathway, provides a comprehensive, business case-
driven strategy to support plant modernization for the U.S. nuclear fleet. Its primary objectives are to:

X

Convert from Labor-Centric Maintain or Improve Plant Reduce Total Ownership Enable Extended Plant
to Technology-Centric Safety & Operating Capacity Costs Operational Lifetimes
Factors

This strategy provides a framework for planning upgrades efficiently to extend the lifetimes
of the plant and prioritize short- and long-term benefits.
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How the Plant is Run — 30 to 50 years of entrenched thinking

Concept of Operations driven Roles and Responsibilities to

Governance Run the Plant (labor centric)

Operations

Operating Model Driven Organization of Resources
Run the Plant

Organizational Areas (People)

Work Facilities & HSls Main Control / Emergency
Room ps (EOF/TSCY Center

c"(',"’fg:t' Use Existing HSIs and Process to Produce Results

Process / Non-Satety Prepasednass Maintenance, Support, and Business Existing Processes and Tools
Processes Control ':' Control  /Processes . :,r;ve:h:‘ry \ . Eean‘:ins& istom * Control system functions
* WorkMgm evelopment . i i
J’ * Contig Control + Human Resources sﬁ,ﬁmds Business functions
Technology SafetySystem ¢ Non-Safety EP Tools l Standalone Corporate Business Tools Simulator Existing Technology & Tools
1&C 3 1&C Corporate Network

Figure 2. Current state concept of operations diagram.
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1. Modernize how the Plant is Run — as a Business

Concept of
Operation

Goverhance 2. Evolve Roles and Responsibilities to Run the Plant/Business

3. Optimize/reorganize Resources to Run the Plant/ Business
* Work Reduction Opportunities

Operations Maintenance : Support

Organizational Areas (People)

I
I
I [
Run the Plant I Run the:Busmess = Business Case, Systems Engineering, Human Factors Engineering
I I
Work Facilities & HSls Maln Control / Emergency [Work Auth Monitoring & Corporate 6. Optimized HSIs for Optimized Resources(HTI)
Room Ops (EOF/TSC)) Center Diagnostic Ctr.  Office Simulators
2 Dlglt'al HSsls ' Digital HSIs Remote Support ANSI / Glassto
safety , Non-Safety/Emergency Maintenance, Support, and Business : ;
Process / Process | Preparedness Processes I&cPlatform N\ 5. Data Architecture & Analytics .
Processes Control ; Control Proceslsgs Integrated Denoetic Al "]‘f?_g;ﬁﬂg& System Applications Enabled Work Reduction
- nven - Iagnostic
» Autogh atlon . Eg\:gc;leaﬁg\z - WorkMgmt  + Prognostic Al . Development M“:EB HSls
. Ren;ote Control Technology » Config Control + ConfigControl Human Resources
Tech nolog afety System I Non-Safety EP Network Corporate Business Network Simulator L.
Digital Platform : DCS Platfor: (Drones, Robotics, Wireless Devices) Network(s) 4. Dlglta| |nfra$trUCturje
with a comprehensive
Purdue Model Purdue Model | Cybersecurity Model

Level 4

| Purdue Model
Level 3.5

Levels 0-3

Figure 3. ION-enabled new state concept of operations diagram.
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In earlier INL research 22 current safety-related and non-safety related I1&C subsystems by migrating function or interfacing
equipment that performs their function into either a safety-related digital platform or a non safety related DCS platform. This
two-platform solution is being pursued to consolidate respective safety-related and non-safety related functions.

Table 1. Net present value of 1&C digital modernizations for 30 and 50 years.

- . Internal Rate of
Scenario Title Payback Period | Net Present Value Return
Baseline (30 Years of Continued Operation) 17.8 years $74M 8.1%
Baseline (50 Years of Continued Operations) 17.8 years $685M 11.8%

The Business Case Analysis for applying the two-platform 1&C solution provides a compelling case for these digital I&C upgrades.
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The research scope of the non-safety related digital I&C upgrade strategy for the Pressurized Water Reactor Reference Plant includes the digital
modernizations of the subsystems below:

*  Westinghouse 7300 non-safety related analog control system platform

® Existing electronic (analog or obsolete digital), pneumatic, hydraulic, and mechanical control systems or direct manual controls that are either
standalone or interface with other control systems

* Sensing devices, contained within the sensing circuits of both the non-safety related 7300 system and the safety-related 7300 system, used to provide
indications to the non-safety related plant process computer (PPC)

-9
L]

Figure 11. Honeywell C-300 redundant Figure 12. Emerson Ovation OCR1100 redundant

Figure 9. Honeywell universal I/O module Figure 10. Emerson Ovation R-Line I/O module
controller. controller.

redundant configuration. redundant configuration.




Importance of Lifecycle Management
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Representative vendor Network Level 2 platform hardware and software release history

Microsoft Operating System

Honeywell Software

Release

Version

End of Extended

Support Support Level

Released

Withdrawn
From Sale

Latest Point
Release

WS2003 Server SP2 Jul 14, 2015
Experion RS Apr 08, 2014 R301.3
CEDUIN SQL2000 SP4 Sep 04, 2013 Dec 2008
WS52003 Server SP2 Jul 14, 2015
Experion RuldlE Apr 08, 2014 R3113
CESUREN SQL2005 SP3 Apr 12, 2016 202008 202012 Aug 2009
WS2008 Server 32bit 592 Jan 14, 2020
(IRl Windows 7 32bit SP1 Jan 14, 2020 RA00.8
CLONIN SQL2008 SP3 Jan 08, 2019 Dec 2015
WS2008 Server R2 64bit SP1 Jan 14, 2020
FRS Windows 7 64bit SP1 Jan 14, 2020 R410.9
CESPR SQL2008 R2 SP2 32bit Jan 08, 2019 202012 302018 April 2016
WS2008 Server R2 64bit SP1 Jan 14, 2020 Mi}%fGOﬂ
Windows 7 64bit SP1 Jan 14, 2020 BE3L.S Mar
2018
R432.2 Sep
SQL2012 SP2 32bit Jul 12, 2022 202014 NA 2017
WS2016 Server 64bit Jan 11, 2027 RS00.2 Aug
MU windows 10 ioT Ent LTS8 2016 | _Oct 13, 2026 mzfym
CEVSII SQL2014 SP2 64bit Jul 09, 2024 1Q2017 NA 2018
W52016 Server 64bit Jan 11, 2027
STl Windows 10 loT Ent LTSB 2016 Oct 13, 2026 RS10.1 Jul
L CRN| SQL Server 2017 Standard Oct 12, 2027 2018
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Identify/Approve
1. 2. 3. 4.
Identify Digital : Plant .:ject Initial : Site Project Review
Project Health Approval ping Phase Board (PRB) Approval
*Bias toward DICSP Implementation
*Consult Fleet NPS/DE as needed

5. 6 i bbb
Site Implementation = ;AT | o
gineering Change Package )l Hardware + Instaﬁgtion
Development -
* Follow DISCP Standard Design
+* No custom code 8 M
* HFE evaluation - . . Site
= Standard documentation following 6' System Conﬂguratlon and FAT / SAT
fleet standard procedures . .
*Fleet NPS/DE Oversight/Review > 7' Software Development > ADD'ICEtIOﬁ = -
On Simulator & Software
|mp|ement Fleet Lab System

Figure 19. Process for site-specific I&C function migration to a non-safety related DCS.
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=
Identify/Approve/Assign

v Prioritize in Fleet | Fleet Project
L - =
Long Range Plan | +Strategic planning
+ Common solution (synergies)
* Multi-site I ton Q.M ,
* Best fleet implementation schedule : B 1
T Y _ oo ) ____I ___________ ! Determine if: : Potential :
Site PRB |i| Site/Fleet Project Review | =~ =~ “"° 1 "Similar Projects at each site ! 1 Project !
! S . * Complex Project . |
Approval i Board (PRB) Approval ’ UL ;‘:‘p[ Project | * Group with similar Projects | :
! : T S RN i » Fleet standard solution viable ' ]
‘: 1 Concept Design 6 * Listed on Site LRPs i ' 1
\__ Authorization [ Y- ______________________1 ' :
L —] i
: * Project Management of Fleet Project :
' » Strategic implementation 1 13
v ! +Shared requirements, architecture & cyber attributes : —
® | 7 + Bound design to supportall sites : I
: - * Apply standard platform techniques (HSI1) | |
| + Establish configuration control/flifecycle support strategy : I
' Detailed Design * Establish site specific requirements & constraints 1 ]
?{ ! Authorizaton  — T - T ~—T+—T =TT =TT =TT T T T s s mmmm ':' - - ==
s
8. : o 10.
. . 1
: Site Implementation [ FAT / SAT Plant
— > : > . > Post Mod Test
! EC Development ‘ Hardware Installation -
Moo T T T .
1
Implement | + Establish site specific requirements . g o : Color Key
', » Establish site specific constraints 8A Basic Hardware Conﬂgurat'on: : 11.
I+ Site Specific detailed design 8B Detailed Platform Configuration, | ! FAT / SAT [ Site |
1 * EC Package development/execution . . |
: *Qversight/Support/Strategic Vision SC 1&C Appllcatlon Development -:-) Software
1+ Provide standard design content * Fleet Lab System X 2
I . .
: -Ensureslt'\ar:d E:mbutzs re1ameg * Simulator (|&C‘ HFE Design, 1 HSIs :
* Ensure standard procedures use .. I Fleet
: « Common platform detail design Opemtor Tra|n|ng) HFE V&V} I
1 ; Management
: =

Figure 20. Standard process for installation of and I&C function migration to a non-safety related DCS.
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+Fleet Engineering tracks
* DCS Vendor Update Matrix
* DCS Vendor Qualification Matrix
* DHS ICS-CERT

Function

* Determine Applicability * Affects Performance?
* DHS L,IS_-{:ERT o * Determine Urgency * Already Mitigated?
: Upda‘.[e Cyber Threat Notitication * Distribute Document *Yes — Capture in monthly CAP
fracking Document ) (monthly) * No — Create Mitigation CAP
*oite EII'IEII'IEEHI"IE, involved in * Generate Fleet/Site CAPs *Generate Fleet/Site CAPs
planning
6. 7. 8
Post Install & Implem Install & Implement
ate > Vulnerability/U Vulnerability/Upda
Lab Simulator Test Plan on Plant I&C PI
*Fleet Lab Partition *Site Planning * |nstall online (optimally), or an
* Site Partitions *Simulator impacts outage, if required

* Engineering/Craft training impacts

Figure 21. Process for non-safety related DCS software patching.
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\/
Identify/Approve

al : Fleet/Plant LRP Site/Fleet Project Review,
-_ Health Approval E Prioritize > Board (PRB) Approval

. , . +Strategic planning .
*Fleet Engineering tracks vendor lifecycle «Common solution (synergies) *Fleet schedule established
* Fleet Engineering selects release o e e e * Priority for Fleet Project fixed at each Site
+Site Engineering involved in planning crestilEsn mnee T e *Listed on Site LRPs

* Project Management of Fleet Project
I m plement » Lifecycle obsolescence management:
* Hardware
* Maintain direct migration path and software support
* Support viable patch strategy (security/functional)
* Incorporate new functionality (if desired)
* Address site specific requirements
* Establish site specific constraints
* Establish Fleet bounding configuration & procedure
= = T T = = |oad and FAT Software Upgrade on Fleet Lab System Partition

v

P s
/
Site Implementation l U | FAT/S Plant -
) Post Mod Lifecycle Su
EC Development / M Hardw Installation A Y pr-
I
Develop PI 1mol ion EC using: \ 3. Load and FAT/SAT
evelop Plant Implementation using: \ on Plant Non- Color I(e

*Fleet provided configuration/procedure \ Safety Platform
Site

*Site specific procedure addressing differences

*Site specific application (use case) constraints |
+ Develop implementation plan/instructionsfor | |« Software Migratio
Off process fleet lab system implementation: N A Fleet Lab Svstem FAT / S
* Simulator ) Softwa .
Simulator Floet

*Fleet Design Engineering Oversight/Review
1. Load and Test Software of Site Partitions of Fleet Lab System M t
2. Load and Test Software on Site Simulator Systems a nagemen

Figure 22. Process for fleet distributed process control system platform upgrade (Network Level 2).
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In the nuclear power industry, Al is increasingly being used to automate and streamline human processes. For
instance, Al is currently being used to automate the work of the CAP screening committee.

The project was undertaken to prove the applicability of Al tools for tasks other than corrective action programs.

Project Scope

4 1. Operator reports problem A 4 2. Committee decides next steps /3. Engineer writes evaluation report N
= o 54 o
(8 DN (8

The scope of this project was to test if a tool could draft equipment evaluation reports. The result of this
project was an Al chatbot that creates a sophisticated draft of an evaluation report, which is validated
by an experienced engineering and operations team without changing existing processes.
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Artificial Intelligence(Al) and Machine Learning(ML) tools combined with the resources to handle large amounts of data have revolutionized
the ability to make informed, data driven decisions and to automate human processes. As nuclear power plants have progressively
digitized their data sources and documents, there is now a wealth of well-organized information that can be used to train Al tools to
complete tasks as well as humans do. In this project, the vendor(who has a background in nuclear power) created a chatbot-style Al tool to
automate the process of writing reports. In collaboration with the vendor, the Reference Plant collected significant data to train the Al with,
including:

®* Completed Work Orders

®*  Procedures

® Design basis documents

* Vendor technical manuals

® Final safety evaluation reports
* Vendor correspondence

® Previous corrective action evaluation reports

Training the Al model on this data allowed it to achieve the capability to write technically accurate drafts for reports, allowing the operator
to author reports much more quickly without extensive research through the company’s past records and documentation.
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Dialogue 2

You are a borc acsd program owner of [ 019 & wakdown of [ Arernate MINFLO Rebet
Valve the followsng was descovered

some wet DONc atud ot the set screw Qasket

104F water temperature with 2 leak rate of 1 dpm
- DONMNC 2k was DOth wet and dry and on the set screw. vaive body. indet fange and flange fasteners

amount was about 2 tablespoons with some duscoloration
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The 1oBOWING 13 @ rECOMMENdation 10f the dispOsMON Of the bonc ac«d leakage C
o 9

The boric acid accumulation is present on the set screw gasket, valve body, inlet flange, and flange fasteners.

The boric acikd accumulation is approximately 2 tablespoons and contains discoloration. The boric acid

sccumuiation is localzed at the set screw gasket and has not migrated 10 any other components

The discoloration in the accumulation is the result of the boric acid contacting the carbon steel valve body
and flange fasteners. There was no evidence of degradation or wastage 10 the set screw gasket, valve body,
of the inlet flange. These components are constructed of stainless steel which is resistant 10 boric acid
corrosion. The structural integrity of the components has not been affected

The flange fasteners are constructed of carbon steel which is susceptible 10 boric acid corrosion. However,
there was no evidence of degradation or wastage 10 the flange fasteners. The flange fasteners are coated to
protect against contact with boric acid. The discoloration In the accumulation is the result of the boric ackd
contacting the carbon steel flange fasteners

The source of the leakage can positively be identified, the leak site is not obstructed, and the leaking
component and/or surrounding components and surfaces are not affected. The EPRI Boric Acid Corrosion
Guidebook indicates that tests conducted (for carbon steel, low alloy steels and martensitic stainless steels)
when exposed 10 boric ackd crystals, exhibited very low corrosion rates. The highest rate observed on any of
the alloys was 0.0005 inches per year. Because there was no evidence of degradation Of wastage 10 the
flange fasteners, thewr structural integrity has not been affected

Work order [~ 2 s gererated 10 clean the bonc acsd accumidation and adust the set screw gasket
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Dialogue 3

B Pmmyouuoboncoodprognmmn—vwnobor-cx-dndtomnt
The following was discovered durng a walkdown on IR Reoctor Coolant Pump Seal Water
inpection Fiter lll Outiet Valve
« wet DOnC acxd ot the valve pachung
- 130 degrees F fiund temperature
« 0 Current leak Of fusd was observed, Dut the DOnc acid s a Mitle wet

- bonc a0d observed on valve bornet, paciing gland, stem, and the yoke
- 1 tablespoon, no dscoloration only on paching
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The following was discovered durng a walkdown on[J] Reoctor Coolant Pump Seal Water Injecton  C

F oter I Outiet Vaive el
- wet borc acsd at the valve packng

- 130 degrees F fund temperature

« nO current leak o Muld was cbserved, but the boric acikd is & Mtle wet

- borc acid observed on vaive bonnet. packing gland, stem, and the yoke

« 1 tablespoon, no discoloration only on packing

Bone Acid Evaluation

The cbserved bonc acid accumulation is present on the valve bonnet, packing gland, stem, and the yoke. The
boric acid accumuiation is approximately 1 tablespoon and containg no discoloration. The boric acd
accumulation is localized at the packing area and has not migrated 10 any other components of structures

There was no evidence of degradation or wastage 10 the valve bonnet, packing gland, stem, or the yoke
These components are constructed of stainiess steel which is resistant 10 boric acid corrosion. The structural
Integrity of the component has not been affected

The source of the leakage can positively be identified, the leak site is not obstructed, and the leaking
component and/or surrounding components and surfaces are not affected This boric acid leakage meets the

requrements for Minor Leakage as defined n procedure I

Work order [ wos generated 10 clean the boric ackd accumulation and adjust the packing
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> ——— Future Research

Workload

* How much time did the Al tool save engineer? Supervisor? Operations?
°* How much additional time is spent if there is an error?

* How much time was spent to train engineers on tool? Initial? Continuing?

Business Case

°* How much external spend to develop? Maintain?
* Benefits to the fleet? Consolidation of resources?
* Additional use cases?

Quality
°* How do we know if the content of the draft evaluation report is right/wrong?
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