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ACRONYMS AND DEFINITIONS
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CUl Controlled Unclassified Information
DMA deliberate motion analytics
DOE Department of Energy
DOE-NE Department of Energy, Office of Nuclear Energy
ES&H Environment Safety and Health
FLEX Diverse and Flexible Mitigation Capability
FY fiscal year
LiDAR light detection and ranging
LWRS Light Water Reactor Sustainability
NAR nuisance alarm rate
NEPA National Environmental Policy Act
NPP nuclear power plant
NRC Nuclear Regulatory Commission
QA quality assurance
R&D research and development
RMF Risk Management Framework
Sandia Sandia National Laboratories
SNM special nuclear material
SNSI Secret National Security Information
u.s. United States
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1. INTRODUCTION

With the support from the Department of Energy’s Office of Nuclear Energy (DOE-NE), Sandia
National Labs partnered with Management Sciences Inc. (MSI) to develop an intrusion detection
algorithm called the Deliberate Motion Analytics algorithm (DMA). DMA is capable of fusing data
from commercial-off-the-shelf (COTS) sensors to enhance intruder detection and reduce nuisance
alarms. The DMA algorithm has been tested in the following security environments:

e Two Fence Perimeters [11]

e Beyond the Fence [12][13][14]

e Water Intake'

e Drone Detection [15]

e [Land Water Interface (dynamic shoreline) [10]
e Simulated Small Modular Reactor [12]

In all cases, except the Water Intake test results', the DMA based sensor system demonstrated
improved intruder detection and reduced nuisance alarms. In July 2024, the results of the tests were
discussed with the Nuclear Regulatory Commission (NRC) [17]. One of the outcomes from the
discussion with NRC was that they would like to see a vulnerability assessment of the DMA
algorithm to determine if there are any unacceptable vulnerabilities not revealed during the previous
tests.

The purpose of this document is to provide a high-level test plan for the vulnerability assessment of
the DMA algorithm, scheduled to be conducted in fiscal year (FY) 2026. A testbed will be created at
Sandia’s Sensor Technology Evaluation Center (STEC). Aerial views of the testbed are shown in
Figure 3-1, Figure 3-2, and Figure 3-3.

The planned vulnerability assessment will consist of multiple evaluations from different agencies
with the intent of passing thru a DMA detection zone without being detected. Vulnerabilities
demonstrated will be studied to determine if the vulnerability was due to a sensozr(s) limitation or a
limitation of the DMA algorithm. This is an important clarification to understand.

Because of the way the DMA algorithm functions, it may be demonstrated that a sensor
vulnerability does exist, but because of DMA’s spatial and temporal sensor fusion of complementary
sensors [20], the DMA intrusion detection system will still detect the simulated intruder and
individual sensor limitations will not be manifested. A brief description of the DMA algorithm is
provided in Appendix E

!'The results for the Water Intake testing were in progress at the time this document was written, consequently the final
results were not available.
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2.

BACKGROUND ON THE LIGHT WATER REACTOR
SUSTAINABILITY PROGRAM

In FY 2019, the United Stated (U.S.) DOE-NE Light Water Reactor Sustainability (LWRS) program
developed the Physical Security Pathway program with research aims to create tools, technologies,
and risk-informed physical security decisions and activities with the following three research thrust

areas:

1.

2.1.

Advanced Security Technologies — Provide an economic and technical evaluation of
remote weapon technology, develop the final denial system technical basis necessary to
implement components within the system, and develop an implementation basis for
installation of a remote weapons platform at a nuclear utility site that meets regulatory
requirements for inclusion in their security posture. This will enable the utility to optimize
and enhance their security posture. The research is intended to support a cooperative
private-public implementation of the technical basis at a candidate nuclear utility site with a
candidate final denial system.

Risk-Informed Physical Security — Enhance, develop, and demonstrate risk-informed
technologies for physical security by integrating dynamic risk methods, physics-based
modeling and simulation, operator actions, and Diverse and Flexible Mitigation Capability
(FLEX) equipment, which should extend the adversarial timeline for response force success.
This will also include exploring the expansion of existing risk-informed methods for nuclear
security. The risk tools will enable commercial utilities to incorporate increased realism in
their force-on-force models, take credit for operator actions and FLEX equipment, and
move toward greater use of quantitative measures of performance in security posture and the
technical basis for physical security at nuclear power plants (NPPs). The intent of this
research is to use risk-informed methods and tools that enable utilities to optimize their
physical security posture and demonstrate the updated physical security posture is as
effective as before the change. Additionally, this thrust area will include working with
stakeholders to evaluate the risks related to unattended openings that potentially are
person-passable for duct work and piping openings, which is an identified gap in the
technical basis for security pathways into a nuclear facility.

Advanced Security Sensors and Barriers — Develop low-cost, rapidly deployable detection
and assessment technologies that could be applied to piping, walls, doors, perimeters, water
inlets/outlets, and like facility components at nuclear utility sites. An enabling technology
that can be used to create the system is technical embroidery, which is an emerging
technology that can attach wire, fiber optics, and tubes to various substrate materials.

The proposed work will explore advances in sensor and barrier technologies, including
available COTS sensors for use in security applications. Where technology has not been
developed to support the security needs, research and development (R&D) will be
performed to increase advancements in the sensors and barrier systems. The vulnerability
assessment of the DMA algorithm relates to Research Thrust Area 3, because it applies to
developing and integrating technologies to provide synergistic results related to the detection
of intruders at site boundaries.

LWRS Motivation

Domestic nuclear power generation faces increasing economic pressures, in part from
post-Fukushima regulatory requirements, an increase in subsidized renewable energy sources, and
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current low-cost natural gas. The requirement for U.S. nuclear power generation sites, post-9/11, to
maintain a large onsite physical security program is a key factor in high plant operational costs.

U.S. NPPs are seeking novel physical security methods and technologies to help deliver on the
“Nuclear Promise” [1].

The Department of Energy (DOE) national laboratories have extensively studied physical security
configurations that couple detect, delay, and response attributes to regulatory-required physical
security postures. This DOE-NE LWRS Program research pathway seeks to create tools, methods,
and technologies that will accomplish the following:

e Apply aspects of risk-informed techniques for physical security decisions and activities to
account for a dynamic adversary

e Apply advanced modeling and simulation tools to better inform physical security posture

e Assess benefits from proposed enhancements, novel mitigation strategies, and potential
changes to regulatory guidance

e Enhance the technical basis necessary for operating utilities to reevaluate their physical
security posture while meeting regulatory requirements

2.2. LWRS Purpose and Goals
The following are the primary deliverables for the Physical Security Pathway:

e Provide validated methods and justifications that can be used to implement an updated
physical security regime and optimize the physical security at domestic NPPs

e Develop tools that create a robust risk-informed technical basis for physical security
decisions

e Create potential security architectures that incorporate technology to optimize
human-in-the-loop activities

e Implement results of this initiative into national consensus standards

The intent of the DOE-NE LWRS Physical Security Pathway is to develop methods, tools, and
technologies and generate recommendations that provide the technical basis for an optimized plant
security posture. This could include considering reducing conservatisms in that posture to decrease
security costs for the nuclear industry, while still ensuring adequate physical security.

The Physical Security Pathway R&D activities will analyze the existing physical security regime
(e.g., regulations, personnel, technologies) and current best fleet practices to compare and contrast
insights derived from this activity with alternatives and methods that leverage advanced modeling
and simulation, modern technologies, and other advanced techniques to enhance approaches for
domestic NPP physical security.

All activities in this physical security initiative will be performed in accordance with the DOE-NE
LWRS Program’s quality assurance (QA) plan. Appropriate QA rigor will be applied for the
intended use of the data. An appropriate export control and classification review will be performed
to ensure that the milestone deliverables are uploaded to DOE Office of Scientific and Technical
Information, when applicable. Any sensitive information generated by this initiative will be handled
in accordance with established DOE requirements.
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2.3. Regulatory Requirements

Code of Federal Regulations (CFR) 10 CFR 73, “Physical Protection of Plants and Materials,” 2]
prescribes requirements for the establishment and maintenance of a physical protection system that
will have capabilities for the protection of special nuclear material (SNM) at fixed sites and in transit
and for NPPs in which SNM is used. 10 CFR 73.55, “Requirements for Physical Protection of
Licensed Activities in Nuclear Power Reactors Against Radiological Sabotage,” [3] requires each
nuclear power reactor licensee to implement the requirements of 10 CFR 73.55 through its U.S.
NRC-approved physical security plan, training and qualification plan, safeguards contingency plan,
and cybersecurity plan, which will be referred to collectively hereafter as security plans.

The requirements of 10 CFR 73.55 are intended to establish and maintain a physical protection
program that provides reasonable assurance that activities involving SNM are not contrary to
common defense and security and do not constitute an unreasonable risk to public health and safety.
This includes the ability to protect against the design basis threat of radiological sabotage

(i.e., significant core damage and spent fuel sabotage). The security plans describe how the

10 CFR 73.55 requirements will be implemented through the establishment and maintenance of a
security organization, use of security equipment and technology, training and qualification of security
personnel, implementation of predetermined response plans and strategies, and protection of digital
computer and communication systems and networks.

2.3.1. Physical Security Requirements

The nuclear power reactor licensee is responsible for maintaining the onsite physical protection
program in accordance with NRC regulations through the implementation of security plans and
written security-implementing procedures. The design of the physical protection program is focused
on a series of target sets that require protection. A critical element of the security plan is
demonstrating the ability to meet requirements, including the capability of armed and unarmed
personnel to perform assigned duties and responsibilities outlined in the security plans and
procedures. That leads to the development and implementation of a training and qualification
program (in accordance with 10 CFR 73.55, Appendix B, Section VI) and a performance evaluation
program (10 CFR 73.55, Appendix B) to ensure the effectiveness of the licensee’s armed and
unarmed personnel.

2.3.2. Additional Security Requirements

In addition to the physical security requirements, the licensee’s security plans include details
describing the following related security topics:

e The requirements for the access authorization program as stipulated in 10 CFR 73.56,
“Personnel Access Authorization Requirements for Nuclear Power Plants” [4].

e A Safeguards Contingency Plan that describes how the criteria set forth in 10 CFR 73.5,
Appendix C, Section II, “Licensee Safeguards Contingency Plans,” of which Part 73 will be
implemented [5].

e A Cybersecurity plan that describes how the criteria set forth in 10 CFR 73.54, “Protection
of Digital Computer and Communication Systems and Networks,” will be implemented [6].

e Regulatory Guide 5.44 [18] requires detection of penetration or attempted penetration of the
protected area. The design goal of a perimeter intrusion detection system is to detect an
individual weighing a minimum of 35 kg (77 pounds), whether the individual is running,
walking, crawling, jumping, or rolling through the perimeter of a protected area. The design
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goal of a perimeter intrusion detection system should be to limit false alarms and nuisance

alarms to no more than one false alarm per zone per day and one nuisance alarm per zone

per day.

O Itis difficult of find 77-pound intruders, so the simulated intruders used during
performance testing will be larger.

0 Walkers and runners will be included in the test matrix for performance testing.

O A 12-inch aluminum sphere radar target, which is estimated to have a radar cross section

of .07 square meters, will be used to simulate crawlers. It is estimated that a hands and

knees crawler will have a radar cross section of .3 square meters and a belly crawler has a

.1 square meter radar cross section, so the 12-inch aluminum sphere is a conservative
representation of a crawler [19].

O The tests conducted will be in a 40-meter-wide detection zone. An intruder jumping or
rolling will create a larger radar cross section than the .07 square meter radar cross
section presented by the 12-inch radar target, so the radar sphere represents a
conservative representation of a jumper or a roller. Since the detection zone is 40 meters
wide and the sensor’s field of view spans the full 40 meters, it does not make sense to
attempt to jump over the sensor’s detection zone.

O In view of these estimates, jumpers and rollers will not be included in the test matrix for
the performance testing and will be replaced by tests dragging the 12-inch aluminum
sphere. Figure 2-1 and Figure 2-2 show images of the 12-inch aluminum sphere.

Figure 2-1. Image of the 12-inch aluminum sphere during testing

Figure 2-2. 12-inch aluminum sphere
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2.3.3. How to Quantify Performance of an Intrusion Detection System

To be able to quantify an intrusion detection sensor, two metrics are required. They are the sensor’s
true positive and false positive performance. The true positive performance is quantified by the
probability of sensing divided by the confidence level, and the false positive performance is
quantified by nuisance alarm rate (NAR) measured in nuisance alarms per 24-hour period.

A nuisance alarm is any alarm declared by the sensor that is not caused by an intruder.

A vulnerability of a DMA base intrusion detection system will be reflected in the true positive test
results.
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3. PROJECT SCOPE AND TASKS

The ultimate goal of this effort is to determine if there are vulnerabilities in the DMA algorithm that
an intruder could exploit to penetrate a DMA based intrusion detection system without being
detected. The following sections describe the scope of the vulnerability tests and outlines the series
of tasks that will be conducted to perform the vulnerability analysis of DMA.

3.1. Scope of the DMA Vulnerability Assessment

At the time this plan was written, the majority of the DMA code was in a development state, and
not ready for a Cyber Vulnerability Analysis. The work so far has focused on demonstrating the
physical intrusion detection performance of a DMA based intrusion detection system when
deployed in various operational or operationally relevant environments. Tests were conducted using
simulated intruders attempting to pass thru a DMA/sensor detection zone. Petformance of the
DMA /sensor system was quantified in terms of true positive and false positive results, described in
Section 2.3, when subjected to a design basis threat®.

At the time this plan was written, the DMA software (or code) was written in Python’, which is a
development code. Current plans in FY 2026 are to migrate DMA’s Python software to a code that
is more robust, such as C++ or Rust, and apply the National Institute of Standards and
Technology’s Risk Management Framework (RMF)*. After the updated DMA code has gone thru
the RMF process, it will be ready for a cyber vulnerability analysis. Just prior to the time this plan
was written, the DMA team was notified of DOE’s intent to provide funding in FY 2026 to
commercialize the DMA algorithm, which includes migrating it to a more robust software and
applying the National Institute of Standards and Technology’s RMF process.

Because the DMA code is not ready for a cyber vulnerability assessment, this effort will focus on the
physical vulnerability assessment of the DMA.

3.2. Tasks Planned to Conduct the DMA Vulnerability Assessment

The following describes the high-level list of tasks needed to conduct the vulnerability assessment of
the DMA algorithm followed by a more detailed description of each task.

4. Preliminary Preparations

Create Testbed

Conduct Base Line Tests

Conduct Internal Vulnerability Tests

Assemble and Invite Multidisciplinary Team/Multi-Agency Team to Participate

LW

2 For ground intruders the DBT consists of walkers, runners, crawlers, jumpers, and rollers.

3 Python is a high-level, general-purpose programming language used by many developer because of its ease to quickly
create a functioning code. Python is an interpreted language, meaning code is executed line by line rather than being
compiled into machine code before execution.

#The NIST Risk Management Framework provides a structured, technology-agnostic process for managing
cybersecurity, privacy, and supply chain risks throughout an information system's entire lifecycle, from preparation and
ongoing monitoring to assessment and risk response. It helps federal agencies and private sector organizations to
integrate risk management activities, select appropriate controls, and ensure that security and privacy are considered
from the initial stages of development.

https://www.nist.gov/system/files/documents/2018/03 /28 /vickie nist risk management framework overview-

hpc.pdf
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9. Conduct Multi-Agency Vulnerability Tests

10. Write Report (Controlled Unclassified Information [CUI| report and possibly a Secret
National Security Information [SNSI] appendix)

11. Brief Results (CUI Slides and possible SNSI Slides separately)

3.2.1. Preliminary Preparations

The preliminary preparations will include the following tasks that will address the National
Environmental Policy Act NEPA), Environment Safety and Health (ES&H), and Classification
aspects of this activity.

e DOE requires NEPA approval for all projects. The paperwork for NEPA approval will be
completed and submitted in the first few weeks of FY 2026.

e A review of the execution of the vulnerability tests will be reviewed with an ES&H subject
matter expert early in FY 2026. A minor ES&H aspect of this work will be to address
members from other agencies conducting tests. The DMA team will establish safety
procedures and briefings for non-Sandians who will conduct tests in the testbed.

Other ES&H documentation will be identified and completed.

e The classification of the results and subsequent documentation of the vulnerability tests will
be discussed with Sandia’s Classification Office early in FY 2026. It is expected that the
Classification Guide for Safeguards and Security (CG-SS-5) will apply to the information
resulting from the vulnerability study. It is anticipated that the final report will consist of a
CUI document with a classified appendix.

e Another classification issue to address will be if there are DMA algorithm vulnerabilities that
can be remedied by changes in the DMA software and how will the small company that

wrote the code (they do not have clearances) make the changes. This issue will be discussed
with DOE’s/Sandia’s Classification Office early in FY 2026.

3.2.2. Create Test Bed

A testbed will be created to detect ground intruders in an “un-engineered” environment, with the
intent of detecting ground intruders, as opposed to drone detection or swimmer detection.

Ground intrusion scenarios were selected instead of drone or swimmer scenarios, because ground
intrusions will be easier to conduct and will still provide a valid basis for the vulnerability assessment
of the DMA algorithm.

The testbed will be located at Sandia’s Sensor Technology Evaluation Center. The term
“un-engineered” implies that the testbed will not be graded or leveled, and the layer of small rock
normally used to cover the clear zone in the two fence perimeters will not spread over the testbed.
The foliage will be mowed to a height of 3—6 inches tall. Figure 3-1, Figure 3-2, and Figure 3-3 show
an aerial views of the proposed testbed, sensor locations, sensor’s field of view, and proposed test
area for the vulnerability tests. The “Proposed Test Area for Vulnerability Testing,” show in

Figure 3-3 is also where the baseline tests will be conducted (Section 3.2.3) and nuisance alarm data
will be recorded.

Current plans for the testbed are to deploy radar, LiDAR, and thermal imagers with video analytics.
The sensor outputs will be fused temporally and spatially to form DMA tracks. The DMA tracks will
be analyzed to determine the presence of deliberate motion in order to declare an alarm. The
following sensors will be used:

20



e Radar: the FLIR R1 Radar

e LiDAR: the Aeries II, Aeva LiDAR

e Thermal Imager/Video Analytics: the FLIR DX-650 Imager with Evolon Video Analytics
Normal camera coverage will also be provided to enable general awareness of activities during

testing using the DX-650. It has pan, tilt, and zoom capabilities for both thermal and visible imagery.
Appendix A through Appendix D provide specifications of each sensor technology described above.

Figure 3-1. Aerial view of the testbed
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Figure 3-2. Testbed showing sensor location and sensor field of view

Figure 3-3. Testbed showing proposed test area for vulnerability testing
3.2.3. Conduct Base Line Tests

A set of baseline tests will be conducted to verify the sensors and the algorithm are functioning
properly. The simulated intrusion tests will include walkers, runners, and a 12-inch aluminum radar
target to simulate crawlers, jumpers, and rollers. The baseline tests will be conducted in the
“Proposed Test Area for Vulnerability Tests” shown in Figure 3-3. A test matrix showing the
baseline tests is shown in Table 3-1. The test paths are depicted in Figure 3-4. If a more rigorous
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performance test was desired, 30 or more tests would be conducted and limited statistics could be
established, as described in Section 2.3.3. Since the intent of the baseline tests are to show that the
sensors and algorithm are functioning properly, a full set of 30 or more tests will not be conducted.
After the simulated intrusions are conducted, nuisance alarm data will be recorded an analyzed.
The simulated intrusions data and the nuisance alarm data will constitute the basis for the baseline
testing. After completing this task, the vulnerability test will begin.

Table 3-1. Test matrix for baseline tests

A' B'

' '

Test Number 1 2 3 4 5 6 7 8 9 10 | 11 Hits | % Hits
Distance (m) 0 10| 20|30 (40 | 50| 60| 70 | 80 | 90 | 100
Walk 3'/sec

Run (as Fast as Safe)
Ball Drag (Belly Crawl)

Figure 3-4. Testbed showing test paths for baseline testing

3.2.4. Conduct Internal Vulnerability Tests

A multidisciplinary team will be created that will including Sandia security subject matter experts and
the DMA algorithm developers. The team will perform a preliminary set of vulnerability tests.

The preparation for the vulnerability activity will consist of a description of the sensor technologies
deployed in the testbed and a description of the DMA algorithm. After describing the sensor
technologies and algorithm, a brainstorming discussion will be held to generate ideas for attack
vectors and spoofing techniques to try in the testbed. The results will be recorded after each test and
videos of the simulated attack will be recorded as well. It is expected that multiple iterations of the
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brainstorming/testing process will occur. The proposed process can be summarized in the following
three steps.

1. Brief team on sensor technologies and DMA algorithm
2. Conduct brainstorming session to generate possible attack strategies
3. Conduct and record tests

Analysis of the outcomes from the vulnerability tests may identify corrections to the algorithm.

If changes to the DMA software completed, another set of baseline tests will need to be conducted
to ensure changes in the algorithm do not result in degradation of the detection and nuisance alarm
performance.

3.2.5. Assemble and Invite a Multidisciplinary Team/Multiagency Team to Participate

Assembling and inviting a multidisciplinary and multiagency team will be a key task for this activity.
The purpose of inviting multiple agencies to participate in this activity is to insure that multiple
perspectives are brought to identify any vulnerabilities of the DMA algorithm. The DMA team will
send out invitations to multiple groups with a proposed schedule to allow personnel that want to
participate time to travel. Currently, the following groups will be invited:

e NRC Security Specialists (must have)

e Seccurity specialists from Sandia (nice to have)

e DOE’s Composite Adversary Team (nice to have)

e Department of Defense’s Joint Ember Immune Team (nice to have)
e Members from other national labs (nice to have)

In the list above, having the NRC security specialists participate in this study is critical. This study is
being conducted because of their request during briefings on DMA. It would be great to get input
from the other agencies/personnel, but NRC participation is the most important.

3.2.6. Conduct Multi-Agency Vulnerability Tests

It is expected that the multi-agency vulnerability test will be conducted within a one-month period.
The current plans are to conduct these tests during March or April of 2026. The dates that these
tests may actually occur may vary, because the funding outlook and budgets for travel for many
agencies is uncertain at the time this document was written. The funding issue may limit the ability
of other agency personnel to travel to Sandia to participate.

One way to mitigate the funding/travel issue is to set up video conferences to discuss possible attack
strategies with other agency personnel that will then be conducted by the DMA team. It would be

optimal to allow personnel to conduct their own proposed attacks, but the video conference strategy
does allow the effort to capture a broader set of approaches and ideas that may reveal vulnerabilities.

If the multi-agency personnel are present to conduct vulnerability tests, the same process described
in Section 3.2.4 will be followed.

1. Brief team on sensor technologies and DMA algorithm
2. Conduct brainstorming session to generate possible attack strategies
3. Conduct and record tests

As described in Section 3.2.4, several iterations of the three-step process may occur. All tests
conducted will be recorded. The tests conducted will not be classified. When in the field, tests will
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be recorded in the terms Test 1, 2, 3, etc. The results will be described as detected/not detected.
The tally of test numbers and results will not be classified. When the description of what constitutes
Test 1, 2, 3, etc. is added to the detect/no detect results, that aggregate information may be
classified. This strategy to address classified information in the field will be discussed with the
DOZE/Sandia Classification Office.

After the multi-agency tests are concluded, an out brief to the team will be given. The test results
will be summarized, and the classification of the results will be given. The attack team members will
be asked not to discuss the results in an unclassified environment or pass on classified information
in channels not appropriate classified information.

3.2.7. Write Report (CUI report and possibly an SNSI appendix)

Documenting the results of the vulnerability assessment will take between 2—6 weeks. If there are
classified sections, writing the classified materials will take longer than the unclassified. The current
plan is to write the majority of the report in an unclassified environment at the CUI level. If there
are vulnerabilities, they will likely be classified SNSI following the classification guidance in DOE’s
CG-SS-5 (Classification Guidance — Safeguards and Security -5). A classified appendix written on
the appropriate network to process classified material will be referenced in the unclassified body of
the report.

Another classification issue needing to be addressed is if there are DMA algorithm vulnerabilities
that can be remedied by changes in the DMA software, how does the small company (MSI) that
wrote the code make the changes. MSI does not have clearances. This issue will be discussed with
DOE’s/Sandia’s Classification Office eatly in FY 2026.

3.2.8. Brief Results (CUI Slides and possible SNSI Slides separate)

Similar to the report, the majority of the slides will be CUI. If there are vulnerabilities that are
deemed to be SNSI, they will be created on a separate system certified to process classified
information at the SNSI level.

If presentations are given outside of Sandia’s Limited Area or at other agencies, the classified slides
will be sent thru the appropriate channels.
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APPENDIX A. SPECIFICATIONS OF THE FLIR R1 RADAR
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APPENDIX B. SPECIFICATIONS OF THE AEVA LIDAR
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APPENDIX C. SPECIFICATIONS OF THE EVOLON VIDEO ANALYTICS
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APPENDIX D. SPECIFICATIONS OF THE FLIR BI-SPECTRAL IMAGER,
ELARA DX-SERIES
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APPENDIX E. DESCRIPTION OF DMA

E.1l. The Challenge of Nuisance Alarms, Reliable Detection, and Cost

Excessive NARs are a major issue for all exterior intrusion detection systems, as they can negatively
impact overall security system effectiveness. Sites can experience an excessive number of nuisance
alarms (e.g., alarms not caused by an intruder) per day from weather, animals, and other natural
occurrences, which causes security personnel to be less effective. Sites using current commercial
sensor technologies typically experience elevated NAR during harsh weather conditions. The NAR
issue is one-half of the problem with traditional intrusion detection system efficiency. The other half
of the problem is the need to set intrusion detection sensors to high levels of sensitivity to be able to
detect stealthy intruders. However, increasing detection sensitivity increases NAR. In addition to the
need to detect stealthy intruders while maintaining low NAR, the cost of security continues to
escalate. This makes the issue of less expensive, reliable intrusion detection systems central to the
goals of the next generation security systems of the future.

Figure E 1 is a screenshot from a radar during a brief rain shower, showing approximately 100
nuisance alarms and one real alarm. With such a high NAR, it is unrealistic for the security operator
to identify the real intruder. One solution to high NAR is the DMA algorithm; the expected results
are shown in Figure E 2.

Figure E 1. Nuisance alarms generated Figure E 2. Anticipated results from DMA
during alight rain shower

E.2. Proposed DMA Solution

In collaboration with Management Sciences, Inc., Sandia has developed a sensor algorithm that uses
deliberate motion to differentiate alarms caused by an intruder from those caused by other natural
occurrences. DMA is a multiple intelligence fusion algorithm for intrusion detection and tracking
using a distributed, multi-layer tracking and classification algorithm. The DMA algorithm is capable
of fusing multiple complementary sensors (such as radar, Light Detection and Ranging (LiIDAR),
and video) to provide reliable detection. The DMA algorithm allows elevated detection sensitivity to
be set so that an alarm is declared only when deliberate motion toward a site is indicated. This
technology will enable new security architectures not considered viable to date and is estimated to
reduce perimeter costs by 40%.

DMA’s motion pattern recognition algorithms have demonstrated the ability to identify potential
intruders inside and outside the perimeter intrusion detection system, successfully issuing alarms
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against positive tracks while filtering out background noise and non-threatening tracks from
weather, foliage, and background traffic. When DMA determines a track to be a threat, an alarm is
communicated using the standard dry contact switch, a typical alarm indication for COTS
monitoring systems, making it easy to integrate with existing alarm monitoring systems. A bi-spectral
pan-tilt-zoom camera, which negates the need for lighting and focuses on the DMA alarm location,
provides an image of the intruder to the alarm monitoring officer day or night.

DMA’s performance is based on its ability to recognize background noise and perform motion
behavior analysis to focus and filter alarm indications from multiple sensors, such as filtering
through the high NAR generated by video analytics scanning a grass field during windy conditions.
DMA applies motion behavior analytics by aggregating the alarm position, track trajectory, and
velocity of potential intruders, as reported by multiple sensor hits. DMA exploits the concept of
complementary sensor phenomenology, allowing the fusion of multiple complementary sensors
whose strengths augment the weaknesses of each other. Specifically, DMA combines sensor inputs
in a way that allows sensors to augment physics-based limitations (e.g., an imager looking into the
sun will not detect an intruder, but a radar will).

The two figures below provide real-time DMA fusion of radar and thermal radar examples at a
testbed at Sandia’s Sensor Test and Evaluation Center. Figure E 3 shows numerous raw radar hits
(blue dots) and raw thermal radar hits (yellow dots) inside and outside a typical two-fence perimeter
design. In this scenario, DMA does not declare an alarm, designated by the “No Alarm” indicator in
the green circle. Figure E 4 shows DMA declaring an alarm when a track formed by both radar and
thermal radar shows deliberate motion toward the secure side of the perimeter, designated by the
dual-track and the “Alarm” indicator in the red circle. DMA does not just “or” or “and” the sensors,
rather it decides when to “and” or “or” sensor tracks.

\___/ uy

Figure E 3. DMA does not declare an alarm Figure E 4. DMA declares an alarm

The DMA algorithm is designed to be sensor-agnostic, meaning it should be able to fuse sensor
outputs from emerging and traditional intrusion detection sensors, including radar, LIDAR, thermal
radar, video, microwaves, and buried line sensors. To date, the following sensors have been fused:

e Radar and video analytics from cameras and thermal imagers
e Radar and thermal radar

e Video analytics and a buried line sensor
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It is believed that DMA represents an enabling technology for security of the future and will enable
new security architectures that reduce the cost of perimeter intrusion detection and provide better
detection performance than traditional intrusion detection designs.
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